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HoaunTnka uHGOPMALMOHHOI 0€30IIACHOCTH B POCCHMCKHUX 0AHKOBCKHX
cucremMax

JlIo MOMeHTa  TOSIBIEHMS  OTEUECTBEHHBIX  OTPACJIEBBIX  CTAaHJIApPTOB
unpopmarmonnoit 6ezonacHoctu CTO BP MBBC Oanku ynpaBisuin 6€30MacHOCTBIO,
OCHOBBIBASICh Ha MOJIOKCHUSIX BHYTPEHHUX HOPMATHUBHBIX JTOKymMeHTOB. Ho u mocne

MPUHATHUS ITUX TOKYMEHTOB OCTAJIOCh MHOTO BOIIPOCOB, TPEOYIOLIUX CBOETO PEUICHUS.

Accormaius poccuiickux 6ankoB (APB) B deBpane 2017 roga obparunacs B LIb

P® ¢ mpockboit pa3paboTaTh €AMHYH) CTPATETUIO Pa3BUTHUS HHQPOPMAIIMOHHOM
0€30MacHOCTH  KPEIUTHO-(PUHAHCOBBIX OpraHU3AIMi, TaK KaK OTBETCTBEHHOCTH
noJipasaeieHuii HHPOPMaIMOHHOM Oe30MmacHOCTH 0aHKOB peryaupyercs npumepHo 130
JOKyMEHTaMH, BkiItodaromumu okosio 50 denepanbHbix 3akoHoB, 20 VYka3os
[Ipesunenta u I[locTaHoBIEHUM NpaBUTEILCTBA, 15 akTOB (QeaepanbHbIX OpPraHoOB
WCTOJIHUTEILHOW BJIACTH, 25 HOpMAaTWUBHBIX akTOB banka Poccum, 20 crangaptoB u
HOPMAaTUBHBIX IOKYMEHTOB MEKTYHAPOIHBIX M POCCUUCKUX TIATSKHBIX CHCTEM.

Ha3pena HeoOXoquMOCTh B YMOPSJOYEHUH 3THX JOKYMEHTOB M B CO3[IaHUU
€IMHOTO OTPACIIEBOTO JTOKYMEHTa M0 HHPOPMAITMOHHOM 0€301MacHOCTH, TTO3BOJISIONIETO
KpeIUTHO-(PMHAHCOBBIM OpTraHMU3aIUsIM OMEPATUBHO pearupoBaTh Ha TOCTOSHHO
BO3HMKAIOIIME HOBBIC BHI3OBHI.

bankoBckue wH(OOpPMAIMOHHBIE CHCTEMBl ©  0a3bl JaHHBIX  COAEpIKaT
KOHQUIEHIIMATIbHYI0 HH(OpMAIUMI0O O KIMEHTax OaHKa, COCTOSHUM WX CUYETOB U
MIPOBEICHUH PA3IMYHBIX (DMHAHCOBBIX OIEpaIui.

HeoOxomuMocTh coxXpaHATh WHGOPMAIMOHHYIO O€30MaCHOCTh JITHX JaHHBIX
OYEBUJIHA, HO 0€3 OBICTPOr0 U CBOEBPEMEHHOTO OOMEeHa M 00padOoTKM MHGOpMALUH
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CMOXKET o00ecrneuuTh 3aluTy OaHKOBCKOW WHGOpPMAMK U KOH(PHUACHIIMAIHHOCTD
KJIMEHTCKOM 0a3bl.

[TocnemoBaTeIbHOCTH MEP IO 3aMIUTE ATUX JAHHBIX MOKHO MPEACTABUTH TAKUM
obpazom:

1) ortenka u pa3paboTka KOH(GUIESHITHATEHON HHHOPMAIIHH;

2) obopynoBaHue 00bEKTa ISl OCYIECTBICHUS 3aIUThI;

3) KOHTPOJIb Y3PPEKTUBHOCTH MPUHATHIX MEP.

baHK MOXET MOJTHOIIEHHO OCYIIECTBIATH CBOIO JEATEIHLHOCThH JIMIIbL B CIIy4ae
HaJQ)XCHHOTO OOMEHa BHYTPEHHMMH JaHHBIMU M HAJEKHOW CHUCTEMOMW 3alllUThl.
O6opynoBanrie WH()OPMAITMOHHOW 3alIUTHl OAHKOBCKUX OOBEKTOB MOXKET HMETh
paznuunbie GopMBI. [1]

Crenmanuctel B o0mactu obecrniedeHrss WH(PpOpMAITMOHHONW 0e30macHOCTH OaHKa

MOTYT CO3/1aBaTh KakK JIOKAJbHbIE CUCTEMbI, TaK W LIEHTPAJIM30BAHHBIE MPOTrPAMMBI
3aIUTHI.

Br16upast KOHKpeTHYI0 (pOpMY 3alUThl, HEOOXOAMMO YUUTHIBATH BCE BO3MOXKHBIE
CHOCOOBI B3JIOMa M YTEUKHU AAHHBIX. | paMOTHBIN M MpodeCcCHOHANBHBIN MOAXOM K
oOecriedyeHn0 0€30MacHOCTH MOAPa3yMEBaeT CIAXEHHYI0 paboTy BCeX OTIEICHUMN
0aHka 1 OecrpepbIBHOE (PYHKIIMOHUPOBAHUE (PMHAHCOBBIX CUCTEM.

Pa3paboTka koMmIuiekca 3alIMTHBIX MeEp MO MPEAOTBPALICHUIO HapyIICHUs
KOH(HIEHIINATHHOCTH JAHHBIX BKJIIOUACT B ceOs Psi/i OMPECIICHHBIX CHCTBHIA.

— KOHTpPOJIb OOMEHA JIaHHBIX U CTPOras UX periaMeHTalus;

— MOATrOTOBKA COTPYAHMKOB 0OaHKa M COONIOAEHHE MMM  TpeOOBaHUU
0€30IMacHOCTH;

— CTPOTMM y4eT KaHAJIOB U CEPBEPOB;

— aHanu3 3P pexkTuBHOCTHU. [1]

Kaxnoe HanpaBieHne BKIIOUAET B ce0sl HECKOIBKO ATanoB padoTsl. K mpumepy,
KOHTPOJIb OOMEHA JaHHBIX IOJpa3yMeBaeT HE TOJBKO 00pabOTKy CKOpPOCTH Mepeaauu
uH(pOpMalMi, HO U CBOEBPEMEHHOE YHHUYTOKEHHE OCTAaTOYHBIX CBEACHMN. JTa Mepa
TaK)Ke MPEIoaaraeT CTpOruii KOHTPOJIb 0OPAOOTKH TaHHBIX U UX KPUOTOIpadUUIECKyIO

3aIInTYy.



Jloctyn K JaHHBIM OaHKa 3alllMIIaeTCsl ¢ MOMOIIbI CUCTEMBI UIEHTU(UKALIUN, TO
€CTh MapOJISIMU WJIM JIEKTPOHHBIMU KJItouaM. PaboTa ¢ mepcoHaioM, UCTIONb3YIOIUM
OAHKOBCKYIO CHCTEMY, BKJIIOUYaeT B ce0sl MPOBEACHHE WHCTPYKTAXKEW U KOHTPOIb
BBITNIOJTHEHUS HEOOXOIUMBIX TPEOOBAHMIA.

Crtpormii ydeT KaHaJOB W CEpPBEPOB, a TaKkKe MEpbl, OOECIEUnBaIONIINe
TEXHUYECKYI0 3alluTy HHpOopMalnuu U 0e30MacHOCTh OaHKa MOJpa3yMEBAIOT 3aIUTY
pe3epBHBIX  KomuM, obecrneyeHne OecriepeOOMHOrO MUTaHUS  OOOpYHIOBaHUS,
COJIEPIKaIETo IEHHYI0 HH(OPMAITHIO, OTPaHUICHHBIA TOCTYN K ceidaM 1 3aIuTy OT
yTeUKU MH(POPMALUU aKyCTUYECKUM CIIOCOOOM.

Jns ananuza 3¢G(EKTUBHOCTH TMPHUHATHIX MEpP HEOOXOAUMO BECTH YYET WM

3aMKMch, KOTOpble OyayT oTMeyaTb pabOTOCHOCOOHOCTh M JEHCTBEHHOCTH

MIPUMEHEHHBIX CPEJICTB 3aIUThI HHDOpMAIu B OaHKeE.

Crnenyer OTMETHUTD, YTO B CHITY SKOHOMUYECKOM BAXKHOCTU OAHKOBCKHUX CHUCTEM,
obecnieueHue nx HHOOPMAIMOHHON OE30MMaCHOCTH SIBJISIETCS 00s13aTE€IbHBIM YCIIOBHUEM.
[Tockonbky mH(poOpManus, Haxoxasmascs B 0a3e JaHHBIX OAHKOB MpENCTaBIsET COOOM
peabHyI0 MaTepUAIIbHYI0 CTOUMOCTD, TO TPEOOBAHMS K XpaHEHUIO U 00paboTKe ATOM
uH(pOpMaIH Bceraa OyyT MOBBIILIEHHBIMU.

Crneunduka 1 0COOEHHOCTH CUCTEMBI 00ecIiedeHus1 6e30MacHOCTH, 0€3yCI0BHO,
WHANBUAYATbHBl ISl KaKIOTO OTHAENBHOrO OaHKa, TO3TOMY KOMIUIEKCHOE H
npodeccuoHaNbHOE TMPENOCTaBICHHE CHUCTEM 3allMThl SBISETCS 00sA3aTeIbHBIM
YCIIOBHEM.

HecMoTpss Ha MHOXECTBO BO3MOXKHOCTEH B3JIOMAa M YTEUKH HH(POpPMAIIHH,
0e30macHOCTh OAHKOBCKMX JaHHBIX M MX KOH(PHUACHIIMATHHOCTh OOECIEYUTH BIIOJTHE
BO3MOKHO.

CoBpeMeHHbIE METO/IbI O3BOJIMIIN YCOBEPILIEHCTBOBATH CUCTEMY KpUHITOTrpaduu,
a TaKXKe pealin30BaTh TAKYI0 MEPY, Kak ekTpoHHas nudposas noanucs (DLI1). Ona
CIIY’KUT aHAJIOTOM COOCTBEHHOPYUYHOM MOJITUCH U UMEET HEMOCPEICTBEHHYIO MPUBSI3KY
K JIGKTPOHHOMY KITIO4Y, KOTOPBINA XpaHUTCS y BIaaenblia noanucu. Kiou coctout us

ABYX YacTeu: OTKpBITOﬁ )41 BaKpBITOﬁ, U 3alITUIICH CIICOHUAJIbHBIM KOJOM.



Cucrema 0€3011aCHOCTH B LIEJIOM — 3TO HENPEPBIBHBIN MPOLECC UIEHTU(UKALINY,
aHanu3a U KOHTposst. CylliecTBYyeT psii OCHOBHBIX HPHUHIIMIIOB, COINIACHO KOTOPBIM
OCyIecTBIsieTcs obecneueHue nH(popMalMoOHHONW 0e30MacHOCTH OaHKa:

— CBOEBPEMEHHOEC YCTAaHOBJICHHE U OOHApyKeHHE MPOOIIeMm;

— BO3MOKHOCTh MPOTHO3UPOBAHUS Pa3BUTHUS;

— AKTyaJIbHOCTb U 3()(PEKTUBHOCTD MIPENPUHSITHIX MEP.

Taxxe HE0OXoAMMO 0C000 MOJYEPKHYTh BAXKHOCTh TIIATELHONM M PETYISPHON
paboTBl C MEpPCOHAJIOM, IMOCKOJIbKY oOecreueHne Oe30MacHOCTH HH(OpMaluu BO
MHOTOM 3aBHCHUT OT Kaue€CTBEHHOTO W aKKypaTHOTO BBIMIOJHEHUS TpeOOBaHUM,
MIPEABSIBIAEMBIX CITYKO00H O€301MaCHOCTH.

YenoBeueckuil  (akrop  SABISETCS  OCHOBHOM M IVIaBHOM  yrpo30if
MH(GOPMAIIMOHHON  0€30IaCHOCTH, HANpsSMYIO  3aBUCALIEM OT  UYEJIOBEYECKUX
oTHomleHUH. bonpmas dvacte yTedkn uWHGOPMAIMM OOBICHIETCS XaJaTHOCTBIO
nepcoHana OaHka.

[To craructuke, okono 80% mnpaBOHAPYLIEHUH MPUXOOUTCS HA COTPYAHUKOB
0aHKa, TO €CTh Ha TE€X, KTO HEMOCPEACTBEHHO UMEIT WJIM UMEET IOCTYTI K TAaHHBIM.

Onnako, oOecriedueHHEe BHYTpPEHHEH HWH(POPMAIMOHHON O€30MacHOCTH OaHKa
KpaiiHe Heo0Xxo1MMasi Mepa He TOJIBKO IS 3aIUThl KOH(PHUIEHIMAIbHOCTH JAHHBIX OT
npodeccuoHaNbHOM XaJaTHOCTH U 6e3a1abepHOCTH, HO U OT HAMEPEHHOTO B3j10Ma 0a3
JTaHHBIX.

Kpome BHyTpeHHero ¢akropa, CyIIECTBYeT TaKXKe TEXHHYECKas yrposa

uH(OpPMAITMOHHON 0€30MacHOCTH, Kak OaHKOB, Tak W npennpustuid. K TexHuueckum

yrpo3aM OTHOCATCSA B3JIOMbl MH(GOPMAIMOHHBIX CHCTEM, JIMLIAMH, HE HMEIOLIUMU
psMOrO0  JOCTyna K  CHCTEME, KPUMUHAIBHBIMM WIM  KOHKYPUPYIOLIMMH
OpraHHU3aLUSIMU.

CreM u mnomydeHue wuHPOpMAIMM B JAHHOM CIydyae MPOU3BOIUTCS C
IIPUMEHEHUEM CIIEIMATIBbHOM ayIHO WM BUIEO ammaparypbl. OqHON U3 COBPEMEHHBIX
dbopM B310OMa SABISETCA HCIHOJIB30BAHUE JJIEKTPUUYECKUX M BJIEKTPOMArHUTHBIX

I/I3ﬂy‘leHI/II>'I, o6ecneqHBa10me 3JIOYMBIIIJICHHHUKAaM BO3MOXKHOCTb MMOJIY4YCHUA



KoHpuAeHIMaIbHON uHGopManuu, DI u mpencTaBIgoNMX TEXHUYECKYIO YIpO3y
YTEUKHU.

OnacHOCTh M Yrpo3y [Jisi MPOTPaMMHOTO OOECTEUEeHHS] MOTYT TPEACTaBISAThH
TaKKe pa3InYHbIe BPEJOHOCHBIE /ISl HOCUTEIS HH(POPMAIIUU KOMITbIOTEPHBIE BUPYCHI,
MIPOTrpaMMHBIC 3aKJIAKH, KOTOPBIE CITOCOOHBI Pa3pyIIUTh BBEICHHBIE KOMBI.

CaMbIM HM3BECTHBIM CIIOCOOOM pEIIeHUs BUPYCHBIX MPOOJIEM MNPOrpaMMHOIO
oOecrieueHus: SBJSIOTCS  JIMIICH3MOHHBIE AHTUBHUPYCHBIC TIPOTPAMMBI,  YCIICITHO
CIIPaBJISIONINECS C TAHHOUW MPOOJIEMOM.

3amuTuTh OAHKOBCKYIO HMHGOpPMALUI0 OT BHYTPEHHUX M BHEIIHUX YTEYEK
MMOMOXET TPAaMOTHBIM CIIEUAIMCT B 3TOM 00JIacCTM W TpOrpaMMHOE oOecreyueHue,
MO3BOJISAIONIEE OTCICKUBATHL M OJIOKMPOBATh Mepenadyy HHGPOpMAIMd Ha ChEMHbBIC
HOCHUTENH (Harpumep — (IemKn).

bankoBckass cucrema CErogHs — 3TO OCHOBAa BCEM PBIHOYHOM 3KOHOMUKH.
KpyrooGopor pecypcoB Bcell PBIHOYHOW HKOHOMUKH HEBO3MOXKEH 0€3 MpsSMOro
y4dacThsi OAHKOBCKMX CHUCTEM CTpaHbl. He TOIbKO KpymHBIE CYMMBI JI€HET, HO U
HEOOJIBIITNE CPOYHBIE TIATEXKU MTPOBOASATCS MIPEUMYIIIECTBEHHO B 3JIEKTPOHHOM BHJIE, a
yqacTre OyMa)KHBIX JIEHET B MPOIECCE CBOAUTCS K MUHUMYMY.

bankoBckasi cuctema SIBISIETCSI TTOCPETHUKOM B OCYIIECTBICHUU OOJBIIMHCTBA

orepanuii Mo orJiaTe TOBapOB\yCIIyT, AEHEKHbBIX IEPEBOJOB, a TAKKE HEMOCPEACTBEHHO

IMPUHUMACT Y4YaCTHUC B XPAHCHHUHN W IPUYMHOXCHHHU HAJIWMYHBIX ACHCT (1)I/ISI/I‘IGCKI/IX u

HOPpUINYICCKUX JINI, KPCAUTOBAHWN HACCICHUA U HpCI[HpHHTI/Iﬁ " IPYIux orncpanusiax. B

TaKUX YCJIOBHUSAX BOIIPOC 3aIUThl OAHKOBCKOW MHGOpPMAIMM CTAHOBUTCS OCOOEHHO
OCTpO: Be/ib 00BEM JICHEKHBIX CPEACTB, KOTOPBIMU ONEPUPYET OAHK, B HALU THU OYEHb
BBICOK. YTpo3a HECAHKIMOHHPOBAHHO JIOCTYIA CO CTOPOHBI MOILIEHHUKOB 3aCTaBIISET
OaHKOBCKHE CUCTEMBI pa3pabaThiBaTh U MPUMEHITh HOBEHIIIHE pa3paboTKu B 00IacTH
3alIMThl  MH(QOpPMAllMU, a TaKXkKe YKe 3apeKOMEHIOBaBIIME ce0s NpPOCThiE WU
oTpaboTaHHbIE IEUCTBUS.

KonudecTBoO eBpOneicKkux HOPM CTaHIApTU3ALNN IO 00E€CTIEYCHUIO M KOHTPOITIO
MH(GOPMAIIMOHHON O€30MaCHOCTH 3HAYUTENIBHO TPEBBIIIAET TE IPABOBBIE HOPMBI,

KOTOpbIE yCTaHaBIMBaeT PO.



B HanmoHanmbHBIX TOCYJAapCTBEHHBIX CTaHAApTax MpeoOIadaroluMu SBISIOTCS
MOJIOKEHUSI O 3ammuTe WHOOPMAIMK OT BO3MOXKHOTO B3JIOMa, YTEUKH M YIPO3 €€
notepu. HMHOCTpaHHbIE CHCTEMBI 3allUTHhl CHCHUAIM3UPYIOTCA Ha pa3paboTke
CTaHJapTOB JOCTYIIA K JAHHBIM U OCYIIECTBICHUS ayTeHTU(DUKAIUY.

Paznuuusi uMerOTCA TaK XK€ U B TOJOKEHUSIX, OTHOCSIIUXCS K OCYIIECTBIICHUIO

KOHTPOJISI W ayauTa cucTeM Oe3omacHocTH npeanpusatuid. Kpome Toro, mnpaxTtuka

NPUMEHEHUS U BHEJIPEHMs] CUCTEMbl YINpaBieHUs WH(GOPMAIMOHHON O0€30MacHOCTHIO
€BPOIEHCKON CTaHAApTU3AIMU TPOSBISETCS NPAKTUYECKH BO BCeX cdepax >KH3HHU, a
craggaptel P® B OCHOBHOM HamlpaBi€Hbl Ha COXPAaHEHHE MAaTE€pPUAIbHOIO
071arocoCTOSIHUSL.

Tem He MeHee, MOCTOSHHO OOHOBJISIOLIMECS TOCYIAPCTBEHHBIE CTAaHIAPThI
cofiepar HEOOXOAMMBIH MHUHHMAJIbHBI HAa0Op TpeOOBaHWM, MO3BOJISIIONIMIA CO3/1aTh
IPaMOTHYIO CUCTEMY YTNpaBJI€HUsI HH(POPMALIMOHHON OE€30MMaCHOCTBIO.

B 3akimroueHMM MOXHO CKaszaTh, 4YTO M TOro, YTOOBI CTaHAApPThI
MH(GOPMAIIMOHHOMN 0€30MTaCHOCTH COXPAHSJIU CBOIO aKTyaJbHOCTb, OHM JOJKHBI OBITh
Oosee THOKMMU U OPUEHTUPOBATHCS Ha 0A30BbIE MPUHIIMIIBI 3AIUTHI HHPOPMALMU. ITO
MPOSBIIAETCS. B ONEPATUBHOM pPEarupoBaHUM HA IOCTOSIHHO MOJEPHU3HUPYIOLIUECS
yIpo3bl B YCIOBHUSX COBEPIICHCTBOBAHMUS CYLIECTBYIOIIMX U pPa3pabOTKH HOBBIX

MH(OPMAITMOHHBIX TEXHOJIOTHH.
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